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01 DevSecOpsZ TVhI4+—L7iGitlab

Value StreamE Az H/\—L TLYAGitLab

Govern

Pages
Wiki

Value Stream
Management

Portfolio
Management

Team Planning
DORA Metrics

DevOps Reports

Code
Suggestions

GitLab CLI
Web IDE

Code Review
Workflow

Source Code
Management

Remote
Development

Review Apps
Merge Trains

Code Testing
and Coverage

Continuous
Integration (Cl)

Secrets
Management

CI/CD Visibility

Container
Scanning

Software
Composition
Analysis

Fuzz Testing

API Security
DAST

Secret Detection
SAST

Code Quality

Dependency
Proxy

Helm Chart
Registry
Container
Registry
Package
Registry
Dependency
Firewall

Infrastructure
as Code

Deployment
Management

Auto DevOps

Environment
Management

Release
Orchestration

Feature Flags

Continuous
Delivery

Monitor

Service Desk

Incident
Management

On-call Schedule
Management

Software Bill of
Materials

Dependency
Management

Vulnerability
Management

Compliance
Management

Audit Events

Security Policy
Management

Release Evidence
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DevOpsD R &(E 2

DevOps IS EIL TLN B E S DHI M 4 I 3 1
AT

seL/FImMALENY EDRAMNEIILTLIMNIL
DevOpsH R TIL TWVSEEZ DD TLEOIM ?




02 GitLab Value Stream Analytics

DevOpsD D & ?

FNTETTIFEL, ZIEDBLUWFITE G
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YUAN. BEWSAIILTYIRDzT7EZERLTLY
CBEADKROHONFET
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_EHRETY




02 GitLab Value Stream Analytics

F—LINTA—IVAETRT
DORA Four Keys

Four Keys& . Google DORA (DevOps Research
and Assessment) F—LMNEIYHLI=VY IO T
FREF—LD/INTA—X U RETRT4DD AN

HATY A

CDAN)DRZEH->T, BRT=-6DF—LD/N
DA—IREZEHAILI-WEE AT WER
IEHRERASDIIEETY

®




GitLab@Value Stream AnalyticsldY/ | 7
MSSATH ()L Eend-to-end Tl i * L

37 R ;

F 15O HGitlabEO>THRRAEZITZ IEBR,
DORA Four Keys|ZIAE L IFERDRILVET



02 GitLab Value Stream Analytics

GitLab@ DORA Four KeysD AIE /7%

ZED) K31 L H—E R1E ThFfHE

Kt

T7AAD5E

1BH-YDOERBIREA J—RFMasyk=hTH AT IORNEILTDA
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02 GitLab Value Stream Analytics ~

Total projects (3155) by DORA performers score for GitLab.org group

Deployment Frequency (Velocity) Lead Time for Changes (Velocity) Time to Restore Service (Quality) Change Failure Rate (Quality)

== High Avg: 14.5-Max:21 == Medium Avg:250m-Max:1 === LOW Avg: 250m - Max: 1 Not included Avg: 3.16k - Max: 3.18k

99O


https://docs.gitlab.com/ee/user/analytics/value_streams_dashboard.html#dora-performers-score-panel

02 GitLab Value Stream Analytics

‘gl == == »
HIE A ED —

WD Value Stream name
Z ; Z | Custom DORA metrics

| Create from default template

© Create from no template

KIFEBNLIEREREITTI24ILED B2
BIEAETT eaen

Start event Start event label

Issue label was added e LifeCycle:incident

GItLab—C\:(ii %‘E@Fﬂﬁ%} _‘:ébﬁé End event End event label
ﬂgts > EEI\I] /:'_E ﬁiféjj nglrx -d—é : &75‘ Issue label was added = LifeCycle::Deployec
A[EETY




02 G |t La b Va | ue St ream Ana Iyt|CS Scoped labels Fremium (Aiiofferings

Teams can use scoped labels to annotate issues, merge requests, and epics with mutually exclusive labels.
By preventing certain labels from being used together, you can create more complex workflows.

Issues for the Configure stage of the DevOps lifecycle T Z
(e.g. Auto DevOps , Kubernetes Configuration, ChatOps,
Serverless, PaaS)

Issues - Merge requests

:EI] ﬁ ﬁ :£ @ GitLab.org
l/\ E l Create valu —

Issues for the Create stage of the DevOps lifecycle (e.g
Source Code Management, Design Management, Web

\ -
\ Value Stream IDE, Code Review, Gitaly, Gitter)
C Issues - Merge requests
Custom DO
| GitLab.org

| Create frc

Q© Create frc . ,
Issues for the Defend stage of the DevOps lifecycle(eg. &% 2
Runtime Application Self Protection, Threat Detection,

§IE (i E%‘E jl\ L/ - iﬁs“ J:I_E 77_ 5£ (j: 7__\\7 7.I_ ) l/ I\ O) Stage 1 ?J"ﬁ LOr Fjﬂvcml'om
iﬂ"] J:I_E 7.7_ 5£ T:j_ | TEXE GitLab.org

Start event

Issue label was added - e LifeCycle:incident

GItLab—C\:(ii %‘E@Fﬂﬁ%} _‘:ébﬁé End event End event label
H-ZTS > iﬂll /:'_E ﬁiiéjj X9 7’(Z\ -d— é : & 75‘ Issue label was added - = LifeCycle::Deployed
A[EETY




02 G |t La b Va | ue St ream Ana Iyt|CS Scoped labels Fremium (Aiiofferings

Teams can use scoped labels to annotate issues, merge requests, and epics with mutually exclusive labels.
By preventing certain labels from being used together, you can create more complex workflows.

Issues for the Configure stage of the DevOps lifecycle T Z
(e.g. Auto DevOps , Kubernetes Configuration, ChatOps,
Serverless, PaaS)

AlTE T IED

HARAI AR I BRI A

| Create frc

Q© Create frc . ,
Issues for the Defend stage of the DevOps lifecycle(eg. &% 2

Runtime Application Self Protection, Threat Detection,

§IE (i E%‘E jl\ L/ - iﬁs“ J:I_E 77_ 5£ (j: 7__\\7 7.I_ ) l/ I\ O) Stage 1 ?J"ﬁ LOr Fjﬂvcml'om
iﬂ"] J:I_E 7.7_ 5£ T:j_ | TEXE GitLab.org

Start event

Issue label was added - e LifeCycle:incident

GItLab—C\:(ii %‘E@Fﬂﬁ%} _‘:ébﬁé End event End event label
H-ZTS > iﬂll /:'_E ﬁiiéjj X9 7’(Z\ -d— é : & 75‘ Issue label was added - = LifeCycle::Deployed
A[EETY
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Al-powered workflows

Value StreamE AT, AIDO HEEY . hEFEE L

1T AL 3A LzFaiELz

3




03 GitLab Duo

Privacy-first, enterprise-grade

T9AN—%FE—(ZEBA-770—FT. 1

3 ORR I R AIZEE,

L= —297

— % B ATELELOTEELS

3]




03 GitLab Duo

Single application
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03 GitLab Duo

B —0 —

- Milestones £ —

GitLabD AITERE D & 35
I a H b E ZHcED B3 /\
A

N
y | s
o’ Assign Issue

GitLabldDevSecOps 7Y b T+ —L D% D;

L) . Value Stream D BEFF CAIBLEEMZ G L & é
el G=F7y2a}® | ¢ ETEEZY T

M

— K% @ 5 a—rz
BHEES RESED
LEAT—%
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GitLabDAIBEEE D & 15
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GitLabldDevSecOps 7Y b T+ —L D% D;

M

L) . Value Stream D BEFT CAIBLEEN B IZ L E
9,

sEEZEHLMY LT <
SATED

e

[ﬁaﬁb—9a>auel—

MROLE1—REZ
E=% Sl )

Approval

Merge Accepted A\

INYa—R BY—LZRZE
FHElTES
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F 7 GitLabDAIBERE

e Suggested Reviewers (GA)

o Y—UYOIRAMNDERRETOADIINDERNYT 7

H{E-oT, #%

BT BLELT— DI DI AMYE

L
1Y

HARN—DLEaA7—EIIavIZRTEINTET

0 Reviewers

Select reviewer(s)

Request review from

Search users

Unassigned

suggestion(s) (?

9% Matha Spencer
829 p

@lea_mclaughlin

N”

Maricruz Schil...
@ken

L B B


https://docs.gitlab.com/ee/user/project/merge_requests/reviews/index.html#suggested-reviewers
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F 71 GitLabDAI#EgE 2 N

| @ EXPLORER @ testpy U @ J5 testjs U @
2

“ GITLAB-TEST custom-highlighting > % test.py

. COde Sug.geStiOnS (Beta) p i:z;tom-highlighting ; 'Cflr?erate fastapi server with an ends to return hello world and start the server

o S gg = test.gitlab-custom
O EmAlb‘:_ng:zEE;ﬁéL,i_d— % Js test.js
N % test.py
o

o XILTWDERE G

O
B:J v flat/path/correct

m C++/CH/Go/ GoogleSQL/ Java/ SRR
JavaScript / Kotlin / PHP / Python / Ruby / A i T
Rust / Scala / Swift / TypeScript () > images

v is

o J)(q‘-_l-ﬁtl; L,—C- L \%) I D E El JS application.js

¥ commit.coffee

m GitLlab WebIDE / VS Code / JetBrains IDEs / e
Visual Studio / Neovim e
= whitespace

> foo

https://docs.gitlab.com/ee/user/project/repository/code suggestions.html



https://docs.gitlab.com/ee/user/project/repository/code_suggestions.html

03 GitLab Duo

& GitLab.org Q@ Tests » WebGoat.NET Vulnerability Report > 88473801 :@ Explain this vulnerability Beta

LUIIDULT . W LLTLAIITY, UJ L4J ; 1 ©AUCI .UTLULI LIIY\U)/, 1 CAUCI .UCLULI LIly\L1) ),

Response generated by Al

Improper Neutralization of Special
Elements used in an SQL Command

\ o ﬁ Ab For more information on SQL Injection see OWASP: https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevent z'ssegtrll':jye_zgzgl_)s-can8080002_1'
; & I b Severity: @ Critical CWE-89, SCSOOOZ)

Project: GitLab.org / security-products / Tests / WebGoat.NET

Vulnerability Explanation
Tool: SAST

SQL injection is a type of attack that occurs when an

S s:S
. E | 1 t h 1 I b i I - t B t canner:semarep attacker is able to insert malicious code into a SQL
X p a I n I S V u n e ra I I V e a statement. This can be done by submitting data to a

Location web form or by manipulating the URL of a web page.

Once the malicious code is inserted, it can be executed

ﬁ ~—==+H — §1§ % -d— é — & = Hf?- 55 File: WebGoat/App_Code/DB/MySqlDbProvider.cs:304 _ :
O %E*ﬁ 7‘-& === :E ’ )b — i . E, 3]s by the database server, which can lead to a variety of

security problems.

ll‘i 0) g %l\J ‘kb ﬂ% IE ;|£< % ]:ZEE % L/ \ ﬁg 5;&% i 1:% L/ i \dentifiers In the code example below, the sql variable is not

* security_code_scan.SCS0002-1 properly sanitized before being used to create a
a » CWE-89 MySqlCommand object. This can allow an attacker to
e SCS0002 inject malicious code into the database.

‘© Explain this vulnerability and how to mitigate it with Al Beta MySqlCommand command = new MySqlCommand(sq’

This is a beta feature that uses Al to explain the vulnerability and provide recommendations. Use this feature with cautior
feedback and ideas in this issue.

®

Attack Example

An attacker could submit the following data to a web

> Show prompt
form that uses the vulnerable code:

O Try it out

username=test&password=1234"' or '1'="'1

Linked items [} 0
> Helpful || @@ Unhelpful || (@) Wrong

Link issues together to show that they're related. Learn more.

@ Detected - 1 week ago in pipeline 946720595
Submit



https://docs.gitlab.com/ee/user/application_security/vulnerabilities/index.html#explaining-a-vulnerability-beta

03 GitLab Duo

Repository

88 Code owners (?) : James Lopez, Peter Leitzen, Douglas Barbosa Alexandre,
161 more

% code_reuse_helpers.rb [} 5.35KiB

(2] o Select the icon

require 'forwardable'

~ . AN
F 71 GitLabD Al RE
® Explain this code (Experiment)

o AINNO—KRZEHBATSET. FARENEFRL
HETEEXY

module RuboCop
module CodeReuseHel,
extend Forwardable

Highlight the code

def_delegators :GitlabEdition, :ee?, :jh?

def send_to_constant?(node)
node.type == :send &% node.children&.first&.type
end

def send_receiver_name_ends_with?(node, suffix)
return false unless send_to_constant?(node)
receiver_name = name_of_receiver(node)

receiver_name != suffix &&

receiver_name.end_with? (suffix)
end

def file_path_for_node(node)
node.location.expression.source_buffer.name
end

require
require_relative

Code Explanation Experiment

/\ Responses generated by Al
You are not allowed to copy any part of this output into
issues, comments, GitLab source code, commit messages,
merge requests or any other user interface in the

/gitlab-org Or /gitlab-com Qroups.

forwardable'

'../lib/gitlab_edition’

module RuboCop

module CodeReuseHelpers
extend Forwardable
def_delegators :GitlabEdition, :ee?, :Jh?
def send_to_constant?(node)
node.type == :send && node.children&.firsté, ty

end

def send_receiver_name_ends_with?(node, suffix)

return false unless send_to_constant?(node)

rece I node)
° The code is explained

This code is a Ruby module that provides helper methods to
reuse code in RuboCop. It uses the Forwardable module to
delegate methods to 6itlabEdition module. The ee? and
jh? methods return true if the GitLab edition is Enterprise
Edition or GitLab.com. The send_to_constant? method
checks if a node is a send node and if its first child is a const
node. The send_receiver_name_ends_with? method
checks if the name of the receiving constant ends with a given
suffix. The file_path_for_node method returns the file path
of ar g T constant method returns the
nan ¢ Give feedback

5 Helpful || @ Unhelpful || (%) Wrong



https://docs.gitlab.com/ee/user/ai_features.html#explain-selected-code-in-the-web-ui

03 GitLab Duo

F75GitLabDAIERE

D 62 9 28 [ 99+
code_suggestions

Project overview

® Generate Tests in Merge Request E&
(Experiment) e
o ¥—UUYHIRANTCTARIMNERELET

Merge requests
Kubernetes clusters
Repository
Manage

Plan

Code

Build

Secure

Deploy
Operate
Monitor

Analyze

Settings

(@) Help

® Dev

1% open

sm and Techni

Overview 0 Commits

=1

wullipale mail v aliu aiesy versivin v

guess_game.py [}

7

cal Marketing at GitLab

Pipelines

Creating example applications in Python

4

@ playground

main-patch-1589-patch-f813 [°‘ into main

Changes 1

© Test cases Experiment

Response generated by Al

# Test if the welcome message is
printed

self.assertEqual(quess_game.print("Welco
me to the guessing game!"), None)

# Test if the loop continues until
the user quesses the number

self.assertTrue(guess_game.num ==
quess_game.guess)

# Test if the user's guess is
converted to an integer

self.assertIsInstance(guess_game.qguess,
int)

# Test if the correct message is
printed when the user guesses the number

self.assertEqual(guess_game.print("You
quessed the number!"), None)

# Test if the correct message is
printed when the user's guess is too low

self.assertEqual(guess_game.print("Your
quess is too low."), None)

# Test if the correct message is
printed when the user's guess is too
high

self.assertEqual(guess_game.print("Your
quess is too high."), None)

# Test if the correct message is
printed when the user's input is invalid

self.assertEqual(guess_game.print("Inval
id input."), None)

A A A


https://docs.gitlab.com/ee/user/project/merge_requests/ai_in_merge_requests.html#generate-suggested-tests-in-merge-requests

03 GitLab Duo

@ GitLab.org GitLab ssues » #197239

[P open ([ Issue created 3 years ago by 3 rossfuhrman Developer Edit Close issue

~ . ﬁ .L\b Reduce Secure Scanners root container executions in favor of unprivileged user
&GitLabD Al Be K

Goal

Best practice is to not run containers as root. Especially with privileged containers and mounts on root filesystem.

. .
. I S S u e S u m m a rl e S ( EX p e rl m e n t) This also means our secure containers are unable to run on OpenShift (see &2068) which does not allow root execution.

~ — O . By reducing permissions we should likely enable sudoer access to still allow users to install dependencies; i.e. before_script: apt install gcc
~ — ANY A
o A A—DTARNDYLIAVETERHLES

Containers that run as root

(] bandit root

(] brakeman root

(] bundierauditroot (#281816 (closed))

(] flawfinder root

| gemnasiumroot (#281816 (closed))

gemnasitm—mavenroot (#281816 (closed))

(] gemnasium-pythen-reot (#281816 (closed))

] gosec root

(C] gcs root (#273530 (closed))

] pmd-apex root

retire-jsroot (#281816 (closed))

(] secrets root

(] security-code-scan root
(] sobelow root
] spotbugs root

0 of 15 checklist items completed - Edited 2 years ago by Sashi Kumar Kumaresan



https://docs.gitlab.com/ee/user/ai_features.html#summarize-issue-discussions
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- Q; lﬂ\
T 75GitLabD AITE BE

® Summarize Merge Reguest
Changes (Experiment)

o YX—VJIAMIEFNAERRZTENLE
..d—

Write Preview

Close merge request

L B B


https://docs.gitlab.com/ee/user/project/merge_requests/ai_in_merge_requests.html#summarize-merge-request-changes

03 GitLab Duo .

'
\
& = |QSeschGinat / & e

Minus et et quis.

F 75 GitLabDAIFEEE

® Summarize My Merge Request e —
Review (Experiment) 8 [Sosmpe bl
o LEA7—DEHEENLET & - READMEmd e T

consequat,,. _autem _0.md

"
LY

« deleniti_ad...equatur_.md

v doloremqu... ptatum_2.md

¢ 0085 i _voly.,..chatecto O.md
et_quia_lur... sta_quo_O.md

Administrator
IPSh_ratio,,. asi_oius_3.md

suggestion: WOYT of using & .native

labore_sit... tempora_2.md . . mathod here?
Libero_a d... e_nemo O.md
minus_tom,,. itaque_4&.md

ommis_mo... Lrerum_1.md



https://docs.gitlab.com/ee/user/project/merge_requests/ai_in_merge_requests.html#summarize-my-merge-request-review

03 GitLab Duo

© GitLab Duo Chat Experiment

Responses generated by Al

F 7 GitLabDAIBERE

e GitlLab Chat (Experiment)
o WRITIBHmMRECERIZEZAETT Ask a question

Al generated explanations will appear here.



https://docs.gitlab.com/ee/user/ai_features.html#gitlab-duo-chat
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F 75 GitLabDAIMERE

e Value streams forecasting LT e e e o e
(Experiment) f

o BEDEMAMD SValue stream metricszF 8L
x99

L B B


https://docs.gitlab.com/ee/user/analytics/value_streams_dashboard.html

FEH

GitlablXV IOz 7S GitLabTRFE I NIL. BAL HoPH—2 T, ERAID
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THANK YOU!

HYUMNESTIVELT-



