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1. Ubuntu(16.04LTS)~. docker.io 4 X b—J)LLZET,

$ sudo apt update

$ sudo apt upgrade -y

$ sudo apt install -y docker.io

$ sudo usermod -aG docker SUSER
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$ echo <AQUA PASSWORD> | docker login registry.aquasec.com \
-u <AQUA _USERNAME> --password-stdin
$ docker pull registry.aquasec.com/all-in-one:3.5

4. Aqua CSP®all-in-one 4 A —C#1—H#EBETRELET,

$ docker run --userns=host -d -p 8080:8080 -p 3622:3622 --restart=always \
-v /var/run/docker.sock:/var/run/docker.sock \

-v /var/lib/aqua-db/data:/var/lib/postgresql/data \
registry.aquasec.com/all-in-one:3.5
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Welcome to Aqua Container Security Platform

To setup your Aqua Container Security system, you must create an
administrator account. Enter the password for this account (which is called
"administrator”). Once setup is done, you are automatically logged in to the
system as the administrator, where you can create additional users and
start protecting your container environments.

Username

administrator

Password

Confirm Password

| Keep me signed in for 30 days

LOGIN

3. Aqua CSP MLicense TokenZ AALET




Welcome to Aqua Container Security Platform

To setup your Aqua container security system, you must activate your
license. Enter the license token and press the "Send" button to continue to
the next step.

License Token

% Send diagnostic data to Aqua CyberCenter

Read more
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Enforcers =

£ Images
All - + ADD ENFORCER GROUP
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Audit > default oo EEIET] 00
[ Edit Group

Showing 1to 1 of 1 results, upto |20 |~ | results per page. {5 Copy Install Command
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$docker run --userns=host --rm -e SILENT=yes -e Aqua _TOKEN=k—% 2\
-e Aqua _SERVER=IPADDR:3622 -e Aqua _LOGICAL_NAME="Default" \
-e RESTART_CONTAINERS="no" -v /var/run/docker.sock:/var/run/docker.sock \
registry.aquasec.com/enforcer:3.5.0
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Services Name * Security Issues Mode Connected Type 0s Orchestrator
Audit Vv default oo FETTT 171
Logical Name Type Address Enforcement Mode Host Vulnerabilities
Default.ip-172-31-20-..  Enf 172.31.20.29 Audit On| Not Sc d
A @ Default.ip nforcer ot Scanne
& Policies Showing 1+to 1 of 1 results, upto 20 |v| results per page.
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Enforcers > Editing enforcer: Default
Aqua Enforcer Infarmation Containers Images Vulnerabilities Resources
Resul L ealth
* Enforcer Aqua Enforcer v
Type
* Logical Default
Name
* Aqua *x 72ca700e9c5e
Gateways
Description System default enforcer group
Security Settings
Enforeement Audit Only
Mode Host enforcement mode P i
Allowed d A
Labels ) %
Allowed ect allowed Aqua v

hosts/7714f7ac-0a38-4d8e-8104-eb46461918b1 - @ » | =
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Enforcer Default successfully saved
€% Dashboard
Enforcers 5
£ Images
v -+ ADD ENFORCER GROUP
£ Workloads
ﬁ Services Name * Security Issues Mode Connected Type os Orchestrator
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[ Edit Group
Logical Name Type Address Enforcement Mot LI Copy Install Command
@ Default.ip-172-31-20-...  Enforcer 172.31.20.29 ‘Enforce. Not Scanned
ADMINISTRATION
& Policies Showing 110 1 of 1 results, upte 20 |~| results per page.
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Dashboard

System default enforcer group

Description

Images
Workloads Security Settings
Services
Enforcement Audit Only
Audit Mode . T
Allowed
Labels
NISTRATION
i Allowed
Policies a o
egistries
Secrets
Auditing
Enforcers
Compliance % Audit host successful login events
System ¥ Audit host failed login events

Advanced Settings

Enable container firewall protection and network map

Enable system call tracing (beta) v
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Dashboard
Images

Images Show repositories fram: Show repositories with Filter
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Show repositories from:

All Registries

Repository *

Vv nginx

ngin:1.10.0-alpine

nginx:1.15.7-alpine

Showing 0to 0 of 0 results, upto |20 |+ | results per page
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COITIFIl iance Vulnerability Severity = Resource Type Resource Installed Version  Fix Version
> CVE-2016-4448 @ APK Package libxml2 2.9.310 None
28 System &3
> CVE-2017-8105 [CE0R @ APK Package freetype 2.6.2-10 2.6.3-10
> CVE-2016-6303 [CET) @ APK Package libssi1.0 1.0.2hr0 None
> CVE-2016-3191 [EED) @ APK Package pcre 8.38+0 None
> CVE-2016-3074 EE @ APK Package od 2.1.1-10 22112 2 |+
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$ docker images

mariadb 10.4.1-bionic 72df4d4ba022 3 days ago 375MB
nginx 1.15.8-alpine 315798907716 31 hours ago 17.8MB
php 7.3.0-fpm—stretch 6b807ac9f1f3 2 weeks ago 372MB
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